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While every attempt has been made to ensure the accuracy and completeness of the 

information in this document, some typographical or technical errors may exist. 

Hummingbird, the Open Text Connectivity Solutions Group cannot accept 

responsibility for customersô losses resulting from the use of this document. The 

information contained in this document is subject to change without notice.  

This document contains proprietary information that is protected by copyright. This 

document, in whole or in part, may not be photocopied, reproduced, or translated into 

another language without prior written consent from Hummingbird.  

This edition published September 2008 
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The Security Challenge 
Security is a hot topic today. Although, companies have been slow to recognize the 

importance of security things have changed during the last decade. Security is a top 

priority and there are no indications that this will end any time soon. 

The costs of security (or lack thereof) have now been clearly identified, and the 

picture does not look very good. The CSI (Computer Security Institute), in partnership 

with the FBI (Federal Bureau of Investigation), releases a Computer Crime and 

Security Survey every year. This survey is one of the longest-running surveys in the 

information security field and definitely one of its most relevant. The survey document 

can be downloaded at no charge from the CSI Website (www.gocsi.com). 

In 2004, 53% of respondents identified some form of unauthorized use of their 

computer systems. This figure has been in constant decline since 2000 when it 

peaked at 70%. This decrease should however be mitigated by the fact that 10% of 

the respondents were not able to provide an answer in 2004 because of their inability 

to assess unauthorized use of their systems. 

The number of incidents per respondent remains relatively low with 47% of them 

acknowledging between 1 and 5 incidents during the year. Twenty percent of the 

respondents reported between 6 and 10 incidents a year and 12% of them more than 

10 incidents a year. When asked about the origins of the attack, respondentôs 

answers revealed an equal volume of internal and external incidents.  

The nature of the attacks is also evolving. As seen in the report, thereôs been a 

significant decrease in reports of system penetration, insider abuse and theft of 

proprietary information. 

Last yearôs survey revealed the total costs of security incidents (251 respondents) to 

be at $201 M. A significant decline has occurred this year with total costs of security 

incidents (269 respondents) being at $141 M. Top security incidents per cost (269 

respondents) were virus attack ($55 M), denial of service ($26 M), theft of proprietary 

information ($11 M), insider net abuse ($10 M), abuse of wireless network ($10 M) 

and financial fraud ($7 M). 
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Security in Organizations 
The 2007 CSI Security Survey contains particularly interesting data on an 

organizationôs Security spending and deployed technologies. Although some of the 

data cannot be compared over years because they were not collected in previous 

surveys, their importance cannot be denied. 

Security managers, like all other IT managers with domain expertise, have realized 

the importance of budgeting and financial management of Security.  

What are companies spending on Security as a percentage of their IT budget? 

Among all respondents to this question in the survey (481), a large majority spent 

over 1% of their IT budget on Security related expenses. More than 50% of that 

group acknowledged spending over 5% of their IT budget in Security technologies. 

Another interesting metric of this survey reveals that as a companyôs revenue grow, 

average reported computer Security expenditure per employee grow less rapidly. 

Investment and operating expenses per employee are the highest in such sectors as 

federal government ($449), telecommunications, high-tech and finance, with 

transportation topping the list with a figure of $608 per employee. On the low end of 

Security expenditure were media, retail, local government, education and utility. 

These are the sectors where the least spending was reported. 

When it comes to Security technologies in use, antivirus and firewalls are still the 

most commonly deployed security technologies (99% and 98% of the respondents 

respectively). Intrusion detection systems are also a dominant technology with 68% 

of the respondents using it, along with encryption for data in transit (64%). Smart 

cards or other password tokens (35%), PKI (30%) and biometrics (11%) are slowly 

gaining ground in corporations. 

Audits are also a widely used tool with 82% of the 470 respondents acknowledging 

that Security audits are used within their organization. However, most respondents do 

not believe that adequate investments are being made in Security awareness 

programs.  



 

 

 w w w . h u m m i n g b i r d . c o m  6  

 

Driving Security 
Beyond the potential for significant financial damages, many other factors are urging 

companies to investigate, purchase and deploy security technologies.  

Structural Factors 

¶ Inability to run operations without IT infrastructures. 

¶ IT framework downtime impacts revenue and profit. 

¶ Integrity of information is essential to accomplish daily operations and require 

mutual trust. 

¶ Theft of proprietary information can mean life or death situations for companies.  

¶ Businesses are becoming more and more interconnected. How many 

transactions per day are performed through electronic data exchange? 

¶ Exposure to the outside world.  

External Factors 

¶ Our world has become more security conscious. Amid heightened concerns for 

national security, every individual has fully realized that safety has been 

redefined. 

¶ Massive IT attacks (Code Red, Nimda, Sobig é) have had a worldwide impact 

and prompted media attention. Because we live in an interconnected world, the 

security of IT infrastructure is not an expert reserved domain any longer. 

¶ Proliferation of standards and legislations with direct or indirect impact on 

Security: since 2001, numerous initiatives have been taken by the government 

that directly impact security policies of public and private organizations (e.g. The 

Patriot Act, Sarbanes-Oxley and HIPAA). 

¶ Threat of legal liability by customers and/or partners. 2002 has been the year of 

legal liability from security. Organizations and software vendors are being held to 

a higher degree of accountability for security, if not in the courtroom, then by their 

customers. Organizations are challenged to prove they are managing security at 

a level that will satisfy their business partners and stakeholders. This goes 

beyond discussing what security products are installed, to communicating 

compliance and management practices of information security. 
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Connectivity ð A Definition 
Connectivity is a domain where network communications are paramount. In its 

broader sense, Connectivity can be defined as the group of technologies that allow 

multiple systems (heterogeneous or not) to communicate. In a more popular sense, 

Connectivity designates TCP/IP client server technologies working with standardized 

protocols which allow systems to interconnect and exchange information. 

Some of the most popular Connectivity technologies are: 

¶ X-Window (or X11): is a windowing and graphic system developed at the MIT. 

Almost all UNIX graphic applications are X-Window based. One of X-Window 

most notable properties is its ability to separate the application processing layer, 

the logic, from its graphic layer, the user interface, which can be deployed on a 

remote machine. 

¶ Telnet: is a protocol for remote computing on a network.  

It allows a computer to act as a remote terminal on another machine, anywhere 

on the network. The remote computer (also called the telnet server) accepts input 

directly from the client computer\and output for the client session is directed to 

the client screen. Many other protocols such as TN3270 (Mainframe) or TN5250 

(AS/400) are derived from Telnet. 

¶ FTP: File Transfer Protocol, is a protocol for exchanging files over a network. 

FTP is most commonly used to download a file from a server, or to upload a file 

to a server using a network. 

Many other Connectivity technologies are commonly used in organizations, such as 

HTTP (Hyper Text Transfer Protocol), which defines how the messages are formatted 

and transmitted over the world wide web or SMTP (Simple Mail Transfer Protocol) 

and POP3 (Post Office Protocol), which are used to send and retrieve messages 

from a mail server. 
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Security Risks in a Connectivity World 
Although some connectivity protocols have been in use for more than a quarter 

century, very few of them come with a strong security model. Inherent security flaws 

exist in almost every connectivity protocol and many organizations do not realize how 

vulnerable they are to these security issues. 

Weak Authentication 

As surprising as it may seem, many protocols, such as Telnet and FTP, send their 

messages in clear text over the network. Such messages include username and 

passwords, as well as all other information displayed to the user during the session. 

Widely available network sniffing tools allow any attacker to easily capture that 

information and use it for their own profit 

Easy Protocol Decoding 

Although X-Window does not transmit userôs input as a string of text to the X 

application, the protocol remains relatively easy to decode in order to retrieve the 

desired information. Keyboard inputs are transmitted in clear-text as numbers which 

can be easily obtained and interpreted to rebuild the original text that was entered by 

the user. Access to password protected X applications can be compromised by 

anybody with a network sniffing tool and a little bit of patience. 

Data Authenticity and Integrity Tampering 

The Man in the Middle attack, or TCP hijacking, is a well known attack where an 

attacker sniffs packets from network, modifies them and inserts them back into the 

network. Sensitive information can be intercepted and altered without a chance for 

the victim to know that their data has been tampered with. Although this attack 

requires a superior level of skills than those required for simply sniffing a network, 

some program/code sources are available on the Internet for the enterprising 

hijacker. 

Because of their widespread usage throughout organizations, connectivity software is 

a target of choice. Their popularity does not allow companies to simply remove and 

replace them with more secure technologies without significant investment. The 

solution to this problem lies in applying robust security techniques to existing 

connectivity protocols. 
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Solutions for Secured Connectivity 
Given that connectivity protocols are still going to be around for a significant number 

of years, it becomes mandatory for organizations to implement complementary 

security solutions that can be built on top of their existing infrastructure. Some of 

those solutions consist of building encryption and authentication within the network 

hardware. Although it sounds like an interesting way of increasing the security level of 

the network, such a solution is very expensive and involves significant disruption of 

the business operations. 

Another solution consists in building a security layer within the existing protocols. 

High effectiveness, minimal business disruption and relatively low investments are 

some of the characteristics that have led many organizations to choose this path. 

SSL 

SSL (Secure Sockets Layer) is a protocol which allows for the encryption of data 

transmitted between two computers. It was developed in the mid-90s by Netscape® 

to facilitate the transmission of sensitive information via the Internet. Since then, it 

has been built into all major browsers and web servers and is the industry standard 

for protecting information sent over the Internet. 

SSL uses public and private keys. There are two strengths of SSL, 40-bit and 128-bit. 

The bits indicate the length of the session key ð the longer the session key, the 

harder it is to crack the code. When a client wants to connect to a server using SSL, 

the client and the server go through a series of requests and acknowledgements 

(ñthe SSL handshakeò). Briefly, the following occurs: 

¶ The client sends a request for a secure session to the server. 

¶ The server returns its digital certificate in response to the request. The certificate 

contains the serverôs public key. 

¶ The client checks the certificate to make sure it is valid and the server is 

authenticated. The client creates a session key which is encrypted with the 

serverôs public key and sends it to the server. 

¶ The server decrypts the session key information by using its private key. 

¶ Both the client and server are now using the same session.  

All further information that is transmitted between the client and server will be 

encrypted automatically and safe from third-party prying. 

SSL offers both encryption and authentication. Encryption is accomplished using 

various algorithms such as 3DES, AES or RC4 for instance. In contrast to sever 

authentication, client authentication is not mandatory but can be accomplished by 

using client certificates. 
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SSL is used to secure a wide variety of protocols and has been adopted by a large 

number of organizations. As an example, SSL has become the de facto security 

standard for Mainframe and AS/400 connectivity through the TN3270 and TN5250 

protocols. Itôs also widely used to secure HTTP connections and many 3rd party 

protocols. 

Kerberos 

Kerberos is a trusted third-party authentication mechanism. It is trusted in the sense 

that each of its clients believes Kerberosô judgment as to the identity of each of its 

other clients to be accurate. 

Kerberos keeps a database of clients and their private keys. The private key is a 

large number known only to Kerberos and the client to which it belongs. In the case 

that the client is a user, it is an encrypted password. Network services requiring 

authentication register with Kerberos, as do clients wishing to use those services. 

The private keys are negotiated at registration. 

Because Kerberos knows these private keys, it can create messages which convince 

one client that another is really who it claims to be. Kerberos also generates 

temporary private keys, called session keys, which are given to two clients and no 

one else. A session key can be used to encrypt messages between two parties. 

Kerberos provides three distinct levels of protection. The application programmer 

determines which is appropriate, according to the requirements of the application. For 

example, some applications require only that authenticity be established at the 

initiation of a network connection, and can assume that further messages from a 

given network address originate from the authenticated party. 

Other applications require authentication of each message, but do not care whether 

the content of the message is disclosed or not. In these instances, Kerberos provides 

safe messages. Yet a higher level of security is provided by private messages, where 

each message is not only authenticated, but also encrypted. Private messages are 

used, for example, by the Kerberos server itself for sending passwords over the 

network. 

Kerberos is generally used in UNIX environments to provide authentication services. 

Kerberos is also available on the Mainframe and on AS/400. Microsoft
®
 introduced 

operating system level support for Kerberos in Windows
®
 2000. Although 

interoperability between a ñclassicò Kerberos environment and its Microsoft 

counterpart was somehow challenging at the beginning, the two environments can 

now work seamlessly together. 

Many companies are considering using Kerberos as their primary authentication 

mechanism, now that it can be used from the Windows environment. A Microsoft 

Windows server can easily become a Kerberos domain controller and thus serve as 

an authentication trusted tier for all third party authentication needs.  
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Another factor that speaks to Kerberos is its ability to be used as part of a much 

wider security implementation. The Secure Shell protocol for instance, which 

provides authentication and encryption services, can use Kerberos as one of its 

authentication methods. 

Secure Shell 

The Secure Shell protocol was created in 1995 by a young Finnish student named 

Tatu Ylönen after he was victim of a password-sniffing attack. The protocol was 

released to the public as free software with its source code. By the end of 1995, the 

software was used by more than 20,000 users in 50 countries and the amount of 

requests asking for technical support was close to 150 requests per day. 

In 1996, SSHÊ Communications Security Ltd introduced the 2nd version of the 

Secure Shell protocol in order to overcome certain weaknesses of the initial version. 

The draft for SSH-2 was submitted to the IETF in 1997. In 1999, OpenBSD shipped 

with OpenSSH, a derivative of the original free SSH 1.2.12 which also supports the 

Secure Shell 2 protocol. 

The Secure Shell protocol offers numerous answers to security issues among which: 

¶ It offers strong security against cryptanalysis and protocol attacks 

¶ It provides support for key and certificate management infrastructures 

¶ It can work in conjunction with existing certificate infrastructure if available 

¶ It is relatively easy to deploy and can be made easy-to-use 

¶ It does not require in-depth security knowledge from the user and can work 

transparently behind-the-covers. 

Secure Shell offers a very flexible infrastructure allowing the protocol to evolve as 

new authentication methods are invented. Current supported authentication methods 

include: 

¶ Password 

¶ Keyboard Interactive which is a method to use with authentication devices for 

instance 

¶ Public/Private Keys 

¶ Certificates (not standardized yet) 

¶ Kerberos 
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Connectivity SecureTerm
®
 

Connectivity SecureTerm® is Hummingbirdôs secure terminal solution. 

Connectivity SecureTerm offers an easy and cost-effective solution to organizations 

that look for securing their desktop assets while carefully controlling their costs. 

Connectivity SecureTerm preserves the legacy of UNIX applications while providing a 

strong set of security standards and unparalleled terminal and file transfer 

functionalities. 

Connectivity SecureTerm allows users to: 

¶ Access mission critical applications from their Windows desktop or a browser 

through a secured terminal 

¶ Transfer files securely from UNIX environments to their Windows desktop 

Connectivity SecureTerm has been built to offer a large choice of security methods: 

¶ Secure Shell 2: Connectivity SecureTerm supports state-of-the-art secure shell 2 

protocol standards. Based on the work of the SecSh group 

Connectivity SecureTerm implements the latest IETF RFC for Secure Shell 2 

authentication and encryption 

¶ SSL: Connectivity SecureTerm offers support for SSL v2/3 and TLS encryption 

and authentication 

¶ Kerberos: Connectivity SecureTerm supports Kerberos v4 and Kerberos v5  

Certified for Microsoft Windows Vista, Connectivity SecureTerm provides 

administrators with the latest technologies for securing their network 

communications. By getting the most from a wide range of encryption and 

authentication protocols, Connectivity SecureTerm ensures that mission-critical data 

is safely transmitted over the wires. 

Migrating from a desktop-based product to a web-based solution can be risky, 

especially when it affects functions such as access to legacy applications and 

mission-critical data. Connectivity SecureTerm can help achieve this transition with 

maximum security and efficiency. Whether in desktop-based or web-based mode, 

Connectivity SecureTerm provides consistent interface, features, power and 

administrative options. 

With its built-in web capabilities, auto-upgrade features, Microsoft SMS integration 

and powerful administrative features, Connectivity SecureTerm introduces users to a 

new world of terminal emulation solutions. 

Thanks to its macro converter, terminal themes manager and advanced API support 

Connectivity SecureTerm provides an easy migration path from existing terminal 

emulators. 
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Connectivity SecureTerm offers an easy way to protect corporate investments in 

legacy data while letting users benefit from the latest in desktop and web-based 

technologies. It enables organizations to lower their total cost of ownership while 

deploying a state-of-the-art web-based terminal emulator. Corporations are able to 

provide every user with quick and convenient access to legacy information without 

having to undertake costly and painful installation on each desktop. Organizations 

that choose Connectivity SecureTerm save time and money by skipping the 

deployment process while increasing their productivity. 
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Connectivity Secure Shell
Ê

 
Connectivity Secure ShellÊ is a security add-on which complements existing suite of 

Hummingbird Software: 

Exceed
®
 ð Exceed allows users to cost-effectively display graphic X-Window 

application on a PC desktop. Credited with 71.5% of the PC X market share by IDC 

(PC X Server Market Forecast and Analysis, 1999ï2004), Exceed has become the 

de facto standard in X11 server for PC. Exceed offers the most comprehensive X11 

protocol implementation in the market. 

HostExplorer
®
 ð HostExplorer is a Hummingbird solution which provides access to 

mission critical enterprise data residing on legacy systems. HostExplorer offers 

TN3270E, TN5250E and Telnet emulation from Windows desktop to Mainframe, AS-

400 and UNIX machines. HostExplorer offer a single solution for both traditional PC-

to-host and web-to-host legacy access.  

Hummingbird FTP
Ê

 ð Hummingbird FTP is a client implementation of the File 

Transfer Protocol that is completely integrated with Windows Explorer. Hummingbird 

FTP allows users to transfer files between a PC and a remote server. Hummingbird 

FTP includes a full feature set, easy to use interface and supports remote-to-remote 

transfers. 

Connectivity Secure Shell 
 

 

General Information 
  

Primary Function Secure Shell 2, SCP, SFTP, SSL v2/v3 & TLS, 

Kerberos v4/v5 client, and LIPKEY 

Applicable Technology   

X11 Yes 

FTP Yes 

VT Yes 

TN3270 Yes 

TN5250 Yes 

Applicable Product  

Exceed PowerSuiteÊ Yes 

Exceed Yes 

NFS Maestro ClientÊ Yes 

HostExplorer Yes 
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Coupled with Exceed, HostExplorer and Hummingbird FTP,  

Connectivity Secure Shell offers: 

¶ Secure Terminal 

¶ Secure File Transfer 

¶ Secure X11 port forwarding 

¶ Secure generic port forwarding 

The following authentication methods are supported: 

¶ Password 

¶ Keyboard Interactive 

¶ Public/Private Keys 

¶ Kerberos tickets 

Additional features include: 

¶ Extensive ability to configure the protocol settings 

¶ Multiple trace levels 

¶ Choice among several strong encryption algorithms including AES 

¶ Choice of MAC algorithm 

¶ Support for Agent forwarding 

¶ Ability to automatically or manually select the X11 port settings 

¶ Choice of the Secure FTP listening interface 
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Connectivity Secure ServerÊ 
Connectivity Secure ServerÊ is a high-performance secure shell server for Windows. 

It offers SFTP for secure file transfer and Secure Shell 2 for secure terminal sessions 

as well as FIPS 140-2 validated encryption for 3rd party applications network traffic. It 

is extremely scalable, can support a large number of simultaneous users, transfer 

files faster than comparable solutions and has a light memory and processor 

footprint. 

Secure Replacement for Telnet and FTP 

Connectivity Secure Server offers organizations a secure replacement to Telnet and 

FTP. Based on the Secure Shell 2 protocol and equipped with the FIPS 140-2 

validated Hummingbird Cryptographic Module, Connectivity Secure Server comes 

with a strong set of security features to protect your data and network: 

¶ Strong authentication: both on the client and on the server side 

¶ Robust encryption: using the industryôs latest cipher suites 

¶ Trusted data integrity: with mechanisms to guarantee your data has not been 

altered during transit 

Connectivity Secure Server comes with a lot of functionalities and can be used for 

multiple purposes: 

¶ Secure file transfer 

¶ Secure remote administration 

¶ Secure execution of remote tasks 

¶ Encryption of network traffic 

¶ 3rd party application data-in-transit security 

High Performance and Scalability 

Although there are many secure server solutions in the market that can provide a 

similar level of security, Connectivity Secure Server is unbeatable when it comes to 

performances.  Designed by creator of the world renowned Exceed product solutions, 

Connectivity Secure Server is the culmination of over 20 years of network 

programming experience. It can easily blaze through a file transfer task in less than 

5% of the time that the competition needs.  In a market which customers are often 

being forced to choose between security and performance, Connectivity Secure 

Server offers an uncompromising solution that can satisfy security requirements and 

improve workflow efficiency and user productivity at the same time. 
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This insurmountable performance advantage is made possible by the state-of-the-art 

multi-threaded architecture which is thoroughly and meticulously designed to fully 

exploit the networking characteristics and capabilities of the underlying operating 

system. 

 

Connectivity Secure Server not only outperforms the competition, it can 

simultaneously support more user sessions and outlasts many similar solutions in the 

market thanks to the highly scalable design that leaves very small memory and 

processor footprints.  With faster file transfer, better up-time, as well as support for a 

higher number of simultaneous user sessions, Connectivity Secure Server enables 

organizations of any size to achieve compliance objectives without the burden of 

additional infrastructure or operational costs.  It delivers superior return on investment 

in mission critical environments. 


